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@ What is security and privacy research?



@ Quantification of Kin Genomic
Privacy for the Masses

M. Humbert, D. Dupertuis, M. Cherubini, and K. Huguenin. Quantification of Kin
Genomic Privacy for the Masses. Major revision for USENIX Security Symp. 2021.
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SNP:
Position where individuals’ genomes can differ
(=150M SNPs)

Combination from two values: “m” (minor allele)
and “M” (major allele).

Three possibilities “MM”, “Mm”, “mm” (ordering
does not matter)

Population statistics on allele frequencies (MAF)
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AncestryDNA®

Ethnicity estimate $129.99
@ 23andMe DNA Test - Health + Ancestry Personal Genetic Service (with Sold & shipped by
DNA Matches = - X e Lab Fee Included) Profit Inc.

Free delivery
I s / *kkk 3478
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- 23andMe DNA Test : Personal Genetic Service - 90+ Reports and at-Home Saliva Kit

Buy now

Source: https://www.ancestry.com/dna/ Source: https://www.23andme.com
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Your genome influences your physical appearance, but also your non-visible attributes,
such as your predisposition to certain diseases or behaviors. It is is immutable.




2 & Genomic privacy

Your genome influences your physical appearance, but also your non-visible attributes,

such as your predisposition to certain diseases or behaviors. It is is immutable.

This information can also be used to discriminate against you, for example, to deny you

a health insurance, a job or a loan. It also creates (national) security threats.

Médecine  Modifié le 15 octobre 2019 & 07:19 [+ Wv]

Des tests ADN pour connaitre les
risques de développer une maladie

Faire analyser son ADN peut étre risqué 19h30 / 4 min. / le 13 octobre 2019

Découvrir dans I'ADN les risques de développer une maladie, la possibilité existe et est
accessible en ligne pour une centaine de francs. Des millions de personnes ont fait le test,
dont de nombreux Suisses. De quoi attiser I'intérét des assurances.

Les assureurs ménent un combat politique pour rendre obligatoire la transmission des analyses
génétiques. Une premiére tentative a été menée sans succés I'an dernier. La commission du National
avait pourtant émis une recommandation allant dans le sens de la demande des assurances, mais le
Parlement n'avait pas suivi.

Parmi les arguments des opposants, la crainte que des personnes soient refusées par les assurances, ou
renoncent a des analyses par peur de I'étre. Mais pour les assureurs, le dossier est loin d'étre refermé.
"Nous referons exactement les mémes demandes dans 3 ou 5 ans, affirme Valérie Bourdin. On verra,
c'est finalement au Iégislateur de prendre la décision”.

Céline Brichet

Publié le 14 octobre 2019 & 06:46 - modifi¢ le 15 octobre 2019 a 07:19

Source [FR]: https://www.rts.ch/info/sciences-tech/medecine/10779718- 12

des-tests-adn-pour-connaitre-les-risques-de-developper-une-maladie.html
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Ehe New Pork imes

Pentagon Warns Military Personnel
Against At-Home DNA Tests

The tests, from companies such as 23andMe and Ancestry, have
become popular holiday gifts, but the military is warning service
members of risks to their careers.

Source: https://www.nytimes.com/2019/12/24/us/military-dna-tests.html
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Addressing the Concerns of the Lacks’ Family:
Quantification of Kin Genomic Privacy

Z ® ¥ Kin genomic privacy

Source: Humbert et al., CCS, Nov 2013
10.1145/2508859.2516707

In each pair of nucleotides in your genome, one nucleotide/allele is inherited from
your mother and the other from your father.
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Addressing the Concerns of the Lacks’ Family:
Quantification of Kin Genomic Privacy

Z ® ¥ Kin genomic privacy

Source: Humbert et al., CCS, Nov 2013
10.1145/2508859.2516707

In each pair of nucleotides in your genome, one nucleotide/allele is inherited from
your mother and the other from your father.

Hence, your genome is directly linked to those of your parents and to those of your
children, but also indirectly to those of all your family members.

MM Mm
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Z ® ¥ Kin genomic privacy

MIT
Technology
Review

Biotechnology / DNA Testing

Do Your Family Members
Have a Right to Your
Genetic Code?

When a woman gets her genome sequenced, questions about
privacy arise for her identical twin sister.

by Emily Mullin Nov 22,2016

Source: https://www.technologyreview.com/s/602946/do-your-family-members-

have-a-right-to-your-genetic-code/
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2. & Input the data of the sequenced relatives
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* Concept:

1. %5" Model family tree as a knowledge graph (Bayesian network)
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2. & Input the data of the sequenced relatives

3. 82 Perform inference using the graph

4. ¥ Quantify privacy according to inference error
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© Objective

9% Enable everyone to evaluate their kin genomic privacy in a simple

and interactive way for real and hypothetical scenarios




©Q Concept

* For each SNP (and associated MAF) :

1. «§ Consider all possible configurations of SNP values (mm, Mm, MM)
for each sequenced individual

2. B2 Compute the posterior distribution for the target

3. o Quantify privacy according to the remaining uncertainty
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@ Concept

* For each SNP (and associated MAF) :

1. «§ Consider all possible configurations of SNP values (mm, Mm, MM)
for each sequenced individual

2. B2 Compute the posterior distribution for the target

3. @ Quantifunr e . .

©) Contribution #1: Quantify without data

by considering all configurations
\ y

v
I;I (Ztarget) — H (Ztarget |Zfather Zmother )

privacy = 1 —
VH(Ztarget)

uncertainty on the target’s genome

when no information is available

averaged over all configurations and all SNPs 28



©Q Concept: Example

* For SNP rs753426

* MAF(rs753426) = 0.1
* HE,,,) = 0.7580 [prior]

P(ZFather’gMother) P(ZTarget | ZFather’ ZMother) H(ZTarget | gFathera ZMother)

MM MM 0.6561 1.0 0.0 0.0 0.0

MM Mm 0.1458 0.5 0.5 0.0 1.0

29



© Concept: Complexity & Execution time

2

3N configurations, ~500k SNPs

N: number of sequenced relatives in the family tree
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? Concept: Complexity & Execution time

w

Contribution #2: Make quantification
“scalable” with optimizations

5 configurations, =500k SNPs

N: number of sequenced relatives in the family tree



& Optimization: Simplification

'R Remove individuals whose genomes do not matter when
inferring the target’'s genome (knowing those of the others)
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& Optimization: Simplification

'R Remove individuals whose genomes do not matter when
inferring the target’'s genome (knowing those of the others)

3V — 3™ configurations

n: number of sequenced relatives in the simplified family tree 4



& Optimization: Pruning

W Detect impossible configurations early and stop exploring
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& Optimization: Pruning

W Detect impossible configurations early and stop exploring
Z=? Z=?

Z=mm

< 3™ configurations
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& Optimization: Interpolation

| Compute privacy for a few minor allele frequency values and

interpolate for the other values (for each SNP)

pre-compute

Privacy

0O 01 02 03 04 0.5
Minor allele frequency
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% The tool

€ https://santeperso.unil.ch/privacy

®
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‘& User study

o + M | &2 413 users, 68 respondents | [ 2019

[@ A few questions...
Before visiting this website, were you aware of the genomic privacy risk relatives can create to each
other?

Yes () Tosomeextent ( No (  Rathernotsay

Do you find the obtained genomic privacy scores reassuring or worrying?

Highly worrying ) ) ) ) ) ) ) Highly
reassuring

Are you more interested in your genomic privacy or rather in that of your relatives?
Mine ) ) ) ) ) ) ) My relatives'
Do you find this tool useful?
Not at all useful ) ) ) ) ) ) ) Very useful
What are the chances that you would recommend this website?
Very unlikely ) ) ) Very likely

Do you have any comment regarding this tool?

Finish
This data is collected for academic research purposes. See our Privacy policy for more information.

Source: https://santeperso.unil.ch/
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‘& User study
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‘& User study

o + M | &2 1822 users/respondents (Prolific) | (] 2020

1. In a pair of nucleotides at a given position in your genome, from
whom is each nucleotide inherited?

(O They are both inherited from your father
(O They are both inherited from your mother

(O They can be generated spontaneously — not inherited from
your mother and your father

¢ One is inherited from your father, and one from your mother
(O None of the above
2. What is a SNP?

¢ A position in the genome where nucleotides vary among the
population

(O A position in the genome where nucleotides do not vary
among the population

(O A disease that is very rare among the population
(O A rare anomaly in an individual’s genome
(O None of the above

3. When the genomes of both your parents are known, compared
to the case when the genome of only one of your parents is
known, your privacy is...

O Higher () Thesame ¢ Lower

(O It’s not comparable (O None of the above

4. If the genomes of both your parents were known, what would
your privacy be?

O0% O 70% O 100% O 200%
& None of the above |

Asked before and after using the tool
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‘& User study
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e Dissemination

le score de vie privée
génomique?
76%
e score représente
e réduction
incertitude.
Source: https://santeperso.unil.ch/ Source [FR]: Video produced in collaboration with UNIL's support

Que représente

center for teaching next-generation technologies (RISET)

” .
Construisez
votre arbre
généalogique
”

Indiquez les
individus dont
le génome
serait connu

"
L Découvrez
0 X
o combien
H o* d’information
1

es génomes
des personnes
choisies
dévoilent sur
le vétre.

Source [FR]: Mobile exhibition on personalized medicine https://www.santeperso.ch/Projets/A-notre-sante

I Available on GitHub €)

f

[
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1 Conclusion

« X O ¥+ Tackled an important interdependent privacy issue:
kin genomic privacy

« 38 Produced an online tool and software library for
guantification (without data)

- 2&¢ Conducted user studies for validation

« @ Disseminated results and raised awareness



@ Questions

« X O ¥+ Tackled an important interdependent privacy issue:
kin genomic privacy

« 38 Produced an online tool and software library for
guantification (without data)

o 2&¢ Conducted user studies for validation
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Prop. of answers (%)
N
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Prop. of answers (%)
S
Prop. of answers (%)
o >

I 0

Highly Neutral Highly Mine
worrying reassuring

Not at all Neutral  Very useful

Neutral My relatives
useful

« @ Disseminated results and raised awareness
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